North West Leicestershire District Council
[bookmark: _GoBack]Human Resources and Payroll
Privacy Notice


This notice explains the information that we collect from you, what we do with it, and who it might be shared with.

Where we refer to “the Council”, “we” or “us” we mean North West Leicestershire District Council – the Data Controller

Where we refer to “you” or ”your” we mean you as the individual(s) providing us with your data – the Data Subject.

What is personal information?
Personal information can be anything that identifies and relates to a living person. It can include details such as names, addresses and date of birth amongst other things.

What lawful basis do we have to collect your data?
Under Article 6(1)(e) of the GDPR, we are permitted to use data for our tasks.

What information do we collect from you?
When you fill out information given to the Council, we will collect, or may collect where it is relevant to your circumstances:
· Name;
· Address;
· Date of birth;
· Gender; 
· Contact detail (e.g. email/postal address, telephone number);
· NI number;
· Pay;
· Images;
· Medical conditions;
· Terms of employment;
· Details of your qualifications and employment history including entitlement to benefits such as pensions; 
· Details of your bank account;
· Information about your marital status;
· Next of kin;
· Dependants and emergency contacts;
· Nationality and entitlement to work in the UK;
· Criminal record;
· Sickness absence, family leave and sabbaticals;
· Details of any disciplinary or grievance procedures;
· Details of trade union membership; and
· Equal opportunities monitoring information, including information about your ethnic origin, sexual orientation and religion or belief. 


Why do we collect this information?
We collect this data in order to be able to enter into an employment contract with you and to meet our obligations under your employment contract. For example, we needs to process your data to provide you with an employment contract, to pay you in accordance with your employment contract and to administer other benefits and pension.

In some cases, the Council needs to process data to ensure that it is complying with its legal obligations. For example, it is required to check an employee's entitlement to work in the UK, to deduct tax, to comply with health and safety laws and to enable employees to take periods of leave to which they are entitled. For certain positions, it is necessary to carry out criminal records checks to ensure that individuals are permitted to undertake the role in question.
In other cases, the Council has a legitimate interest in processing personal data before, during and after the end of the employment relationship. Processing employee data allows the organisation to:
· maintain accurate and up-to-date employment records and contact details (including details of who to contact in the event of an emergency), and records of employee contractual and statutory rights;
· operate and keep a record of disciplinary and grievance processes, to ensure acceptable conduct within the workplace;
· operate and keep a record of employee performance and related processes, to plan for career development, and for succession planning and workforce management purposes;
· operate and keep a record of absence and absence management procedures, to allow effective workforce management and ensure that employees are receiving the pay or other benefits to which they are entitled;
· obtain occupational health advice, to ensure that it complies with duties in relation to individuals with disabilities, meet its obligations under health and safety law, and ensure that employees are receiving the pay or other benefits to which they are entitled;
· operate and keep a record of other types of leave (including maternity, paternity, adoption, parental and shared parental leave), to allow effective workforce management, to ensure that the organisation complies with duties in relation to leave entitlement, and to ensure that employees are receiving the pay or other benefits to which they are entitled;
· ensure effective general HR and business administration;
· provide references on request for current or former employees;
· respond to and defend against legal claims; and
· maintain and promote equality in the workplace.]
Some special categories of personal data, such as information about health or medical conditions, is processed to carry out employment law obligations (such as those in relation to employees with disabilities and for health and safety purposes). Information about trade union membership is processed to allow the organisation to operate check-off for union subscriptions.
Where the Council processes other special categories of personal data, such as information about ethnic origin, sexual orientation, health or religion or belief, this is done for the purposes of equal opportunities monitoring.

Who might we share this information with?
The Council will not share any of the information that it holds about you with any third party, unless you have given your written consent, or if otherwise this is permitted by law. 

The Council shares your data with third parties in order to 
· obtain pre-employment references from other employers, 
· obtain employment background checks from third-party providers and obtain necessary criminal records checks from the Disclosure and Barring Service. The organisation may also share your data with third parties in the context of a sale of some or all of its business. In those circumstances the data will be subject to confidentiality arrangements.
We also shares your data with third parties that process data on its behalf, in connection with payroll, the provision of benefits and the provision of occupational health services.

Where will my information be sent?
As required by law, all information will be kept within the European Economic Area. 

[bookmark: LASTCURSORPOSITION]What do we do with your information?
The information that you have provided will be held by the Council and will only be accessed by authorised Council employees. 

Will your details be used for Council Marketing or Promotions?
We may separately ask you for your permission to provide you with information about other Council services and, if you agree, how you would like to receive that information. You do not have to give your permission to receive these details, and it is not a condition of HR that you agree. 

What about automated decision making?
There is no automated decision making. 

How long do we keep hold of your information?
The periods for which your data is held after the end of employment are set out in the retention schedule.


Can I withdraw my consent/ask for my data to be removed?
You can ask at any time for your data to be removed by writing to the Data Protection Officer at the address below. Your data can also be ‘anonymised’. This means that your data will be turned into a form which does not identify you as an individual. It may not always be possible to remove or anonymise data (for example a current tenant’s data), but we will let you know should you request either of these.

How can I access the information you hold about me?
By making a Subject Access Request and going onto the Council’s website at   https://www.nwleics.gov.uk/pages/how_to_make_a_subject_access_request or writing to the Data Protection Officer, North West Leicestershire District Council, Council Offices, Whitwick Road, Coalville, Leicestershire, LE67 3FJ. A fee of £10 is payable if a request is made before 25 May 2018.

How can I contact the Data Protection Officer?
Email:		dpo@nwleicestershire.gov.uk
Telephone:	01530 454763
In writing:	Data Protection Officer, North West Leicestershire District Council, Council Offices, Whitwick Road, Coalville, Leicestershire, LE67 3FJ.

If I am unhappy with how my data is being handled what can I do?
The first thing to do is to contact the Data Protection Officer on the details above to see if they can help to resolve your problem.
You also have the right to lodge a complaint with a supervisory authority. More information on this can be found on the Information Commissioner’s Office Website (https://ico.org.uk).

