
SOCIAL MEDIA POLICY
This policy applies to all North West Leicestershire District Council employees, unless stated otherwise, and will be applied fairly and consistently without discrimination on the grounds of marital status, gender, age, disability, sexual orientation, race, nationality, ethnic or national origins, trade union membership or activity, political or religious belief and unrelated criminal conviction.
This policy on social networking websites is in addition to the North West Leicestershire District Council’s existing policy on email and internet use and the Council’s Communications Policy
As employees are aware, the internet is provided for business use. The Council recognises that many employees use the internet for personal purposes and that many employees participate in social networking on websites such as Facebook, Twitter, MySpace, Bebo and Friendster.

The purpose of this policy is to outline the personal responsibilities of employees so that employees can minimize the risk they may unintentionally place themselves in when using the internet to access social networking websites. Failure to adhere to this policy may result in the employees’ integrity being undermined or the Council being brought into disrepute.

Additionally, this policy will reduce the risk of employees inadvertently contravening sections of the Data Protection Act or falling foul of libel, defamation and copyright laws.
1
Personal use of the internet
1.1
The Council does not allow personal access to social networking websites from its computers at any time, however a number of designated users have access to Social Media websites so that they can:

a) Manage Council sites e.g. Housing have Facebook & Twitter sites as a means of communicating with tenants

b) Monitor activity and postings on Social Websites in fraud investigation and enforcement work
1.2
The responsibilities of employees using these sites on behalf of the Council are outlined separately in the Communications Policy.

1.3
The Council has added websites of this type to the list of restricted websites (broadly "adult" websites) however it does accept that employees use social media sites in their own time. 

1.4
Employees must not excessively access social media sites using personal or work mobile phones during working hours.

1.5
This procedure covers the personal use of all types of social media sites, which include but are not limited to:

· Social networking sites e.g. Facebook, MySpace and Bebo

· Blogging

· Micro blogging sites e.g. Twitter

· Video clips and podcasts e.g. You Tube

· Discussion forums
2.
Personal conduct
2.1
The Council respects an employee's right to a private life. However, the Council must also ensure that confidentiality and its reputation are protected. It therefore requires employees using social networking websites to:

· Ensure that they do not conduct themselves in a way that is detrimental to the North West Leicestershire District Council;
· Take care not to allow their interaction on these websites to damage working relationships between members of staff and customers of the Council;
· Employees are personally responsible for the content they publish on social media sites. Employees must be mindful that information will be published for a long time;

· Employees should not post information on sites e.g. photographs and videos that could bring the Council into disrepute;

· Employee should not represent their own views and opinions as being those of the Council;

· Potentially defamatory remarks towards the Council, employees, suppliers and partner organisations should not be posted;

· Employees should not endorse or criticise service providers used by the Council or create a conflict of interest;

· Employees must adhere to the Equality Act and Human Rights Act and must not use any offensive or discriminatory language on social media sites;

· Employees must not divulge any business sensitive information that is confidential to the Council.
· Employees should never give out personal information, including personal phone numbers and home addresses of yourself or others

3.
Monitoring of internet access at work
3.1
The Council reserves the right to monitor employees' internet usage, but will endeavour to inform an affected employee when this is to happen and the reasons for it. The Council considers that valid reasons for checking an employee's internet usage include suspicions that the employee has:

· been spending an excessive amount of time viewing websites that are not work-related; or

· acted in a way that damages the reputation of the Council and/or breaches confidentiality.

3.2
The Council reserves the right to retain information that it has gathered on employees' use of the internet for a period of one year.
4
Disciplinary action
4.1
If the Council monitors employees' internet use to ensure that it is in accordance with this policy, access to the web may be withdrawn in any case of misuse of this facility. 

4.2
If appropriate, disciplinary action may also be taken in line with the Council's Disciplinary Policy which could lead to dismissal.
5
Security and identity theft
5.1
Employees should be aware that social networking websites are a public forum, particularly if the employee is part of a "network". Employees should not assume that their entries on any website will remain private. Employees should never send abusive or defamatory messages.

5.2
Employees must also be security conscious and should take steps to protect themselves from identity theft, for example by restricting the amount of personal information that they give out. social networking websites allow people to post detailed personal information such as date of birth, place of birth and favourite football team, which can form the basis of security questions and passwords. In addition, employees should:

· ensure that no information is made available that could provide a person with unauthorised access to the Council and/or any confidential information; and

· Refrain from recording any confidential information regarding the Council on any social networking website.

6
Recruitment
6.1
At no stage during the recruitment process will HR and line managers conduct searches on prospective employees on social networking websites. 
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